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i as New Report Details GNSS Spoofing Including
G N S S I S Vu I n e ra b I e Students hijack luxury yacht Denial-of-Service Attacks
W1th GPS spoofmg o

THE L TIMES  Todays s

Major threats:
J S Russian GPS jammingin Ukraine | >MiPs fooled in GPS spoofing attack
® [nterference (jamming) pushes Bntam to scek alterndtives ";"ggi;'t Russian cvberweapon |
of satellite interference will only get worse, analysts warn (v]olin]ol=le) = “m_.'

® Spoofing

. . Russia jams US GPS-guided
weapons given to Ukraine, leaked
m . . v info shows

.,

® Multipath & signal blockage
® Constellation geometry
® System failures (solar emissions ...)

o ~£1.4B/day economic loss in the UK onl

Urgent need for Augmentation Solutions an
Alternative Technologies

. Source: https://gpsjam.org/
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Various conceptual frameworks for PNT Q

v Alternative PNT (AIPNT) (Narins et al., 2012; FAA) . V0 ety e SO

v" Assured PNT (AsPNT) (Parkinson, 2014; DoD) £ || (e.g. a CIKR function where
= Iowe_racwmcylp!euswn

v’ Resilient PNT (RPNT) (Yang et al., 2018, 2019) g | i e P
& | | well being)

pes @ o
v ] £
. ags ugs ] Lower resilience, High
Definition of Resilient PNT 2 || Lowerrestlience, Lower | 2ccuracw/precision | (™) Overdesigned Case
2 g., ffici

“‘Based on the multi-source PNT sensors and integrated PNT accuracy/precision gnﬁlo?iu‘;i?u‘i‘:otm..w

information, resilient PNT integrates and generates PNT e e .

information adaptable to various complex environments by means Fion oK Suen) No——

of resilient adjustment of functional models and stochastic models, Accuracy | Precision > j;:::y

to provide PNT services with high availability, continuity and i

re I'a b 'I'ty ” Source: https://www.gpsworld.com/delivering-security-through-systems-engineering/

' Source: Yang et al., 2019, “Resilient PNT Concept Frame”
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Fusion of Multlple Sensors

H Signal Spoofing/
; Blockage Interference Jamming
: Rk (@ Mechanisation
H =L 1] | TR i
LEO System & it Equations Pos, Vel,
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Quantum Sensors
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2. Quantum Sensors for Navigation

Quantum science (behaviour of particles at scales smaller Uatom) .

» Superposition: Multiple states simultaneously
> Entanglement: Connected across space/time.

These effects are fragile and collapse under observation - ultra-precise sensing

Basic working principle of quantum sensors: Exploit the extreme sensitivity of atomso envir

Interaction with Atom (waveform)is \ Environmental
environment changed information is extracted

Atom is
prepared

Information

Acceleration, rotation, gravity/magnetic/electromagnetic fields, etc

1t Surveyors
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2. Quantum Sensors for Navigation

Quantum Technologies:

7 3

BN Heritage I Chip-scaleelectronic B0l Optomechanical B NV B Atomic vapor cell ¢ SERF = SQUID

10 10
® Cold atom technology (cold atom interferometers)
. . . 107 10t
® Superconducting quantum interference devices (SQUID) = g
S € |
® Atomic vapour cell (Spin Exchange Relaxation-Free, SERF) = . -
7 & f
® Solid-state quantum technology (NV-centre diamond) > . R
—— OMIimit ., ®e  SERF
1075 b= = NV limit " 1078
® 0 H SfRFlimit | ..:“.'Ir-.." W Y | . f )
ptlcal quantum teChnOIogy 10% 10° 10+ 10° 102 107 10* 10° 10t 10t 10?10t 10?10
Sensor linear dimension (m) Power (W)
0. (@) (b)
Source: https://www.mdpi.co
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T
2. Quantum Sensors for Navigation ] 0
Why cold atom interferometer?

2

g

® Only known tech. providing stable long-duration navigation
® Fully autonomous - no external references

‘Beale factor stability (ppm)
3

|-

Why NV-centre diamond magnetometer? y ,,:"j‘ o e
® Solid state design: robust, stable, compact e e it o
® Room-temperature quantum performance = i ' .
® Low power: ideal for AUV/portable applications 51: - i
® Large measurement range: sensitive in extreme fields %
® High bandwidth: fast measurements in dynamic environments § : ; %’%@%ﬁmm -
® Inherent vector capability: unique to diamond B S A A ""'&...L.:;,M

Source: J
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2. Quantum Sensors for Navigation
of magnitude. ‘

Quantum sensor improves inertial measurement accuracy by or
A key challenge is managing the trade-off between range/b

h and accurac

®Bandwidth: Frequency at which the sensor delivers measurements within specifications — In ation time
®Range: Minimum/maximum values it can measure — Phase-wrapping issues

®Accuracy: Minimum detectable change (in acceleration)

Classical sensors — High updat dynamic range
Classical Quantum
Bandwidth 300 to0 500 Hz 05to2Hz Quantum sensors — Extreme accuracy with minimal err
Range t15¢g tl2g l
Accuracy 500 ug (micro-g[10) 10 pg (pico-g |10 Fusion system — Ultra-precise measurements, with virtually

high dynamic range and high bandwidth.
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THE SCIENCE OF WHERE® Geosystems

ORGANISED BY Hﬂl gﬁﬁﬁ 5 335,'?' PLATINUM SPONSORS

Australian Government



WORKING I t 2 5 B C' spatial
Collaboration, Innovation and Resilience: Counil fA |
WEEK HE3 any oca e , Championing a Digital Generation FIG M
THE NATIONAL GEOSPATIAL CONFERENCE Brlsbane Australia 6—10 Aprll

3. Case Studies
v Co‘/elocity (grou

v Travel at a fixed heigh

v" From Melbourne to Sydney

v’ Takes over 3.6 hours

v" Sampling rate of 1 Hz ’

v In GNSS-denied environment

145 146 147 148 149 150 151 152

9
r
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INS-PC gyro, PC accel
INS-PC gyro, QS accel
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iaﬂie rs

Vertical Gyro Bias
“Horizontal Gyro Bias
Acceleration Bias
Initial Velocity Error

Analysis of sensor b

i
[\*]

-
o

Horizontal Position Error (km)

2000
e
§ 1500}
7]
8
2 1000 f
w
s
[
500
0‘5 1 1‘5 2. 2‘5 3.5 4
time - hours
Sensor Grade Sensor Type Bias b White Noise o
Precision Accel. horiz. 2 x 10~ 6m /52 8 x 10 5m/s2/ v Hz
Accel. Vert. 25x 10" %m/s? | 1.6 x 10~°m/s?//Hz
Gyro. horiz. 2x 10 >deg/h | 1x 10~ 3deg/h//Hz
Gyro. vert. 1x10~3deg/h | 3 x 10 %deg/h/+/Hz
Quantum (QS) Accel. 1x 10" 8m/s? 3x 10~ %m/s?/v/Hz
Gyro. 1x 10~ >deg/h | 1.2 x 10~*deg/h//Hz

Time (hours)
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3. Case Studies Map Aiding - Maps of Gravity Siggature

-33

9.801
335
34 958 a4
345
9.799
g 35 g 35
§ 97% §'-35.5
o -36 ] o -36
3 9.797 ES
2 £ 365
= 3
-37 9.7% 37
375
38 9.795 28
385
9.794
144 145 146 147 148 149 150 151 145 146 147 148 149 150 151
Longitude - degree Longitude - degree
GGMplus: Gravity field GGMplus: Gravity disturbance
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Map Aiding — Maps of Graw Sig&ture

2500

2000

INS - PC gyro, PC accel

INS - PC gyro, QS accel

INS-PC with PMHT-MM aiding GGplus gz map
INS-PC with PMHT-MM aiding GGplus dgz map

1500

1000

RMS position error - m

500 r

0.5 1 1.5 2 2.5
time - hours

Wang et al., 2023, doi: 10.33012/navi.583
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Performance depends on sensor precision & map.res
(First 30 min: low map variability feature, flat sensor si

Australian Government

Map feature variability
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3. Case Studies Map Aiding — Magnetic IXTA l

aaa , -
s
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3 ‘
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¥ ° 03
2
‘3’3 01
4

Sampling area
555 km X 555 km

Latttude - degree

Map feature k| 20 - 1457 14575 quo':m:;?:;;';s; 146 14605 1457 14575 “Co,:‘:; f:’-;:';:',os 146 1605
variability c Original TMI Map Map feature variability
simulation area 110 - 00

Lattifude - degree

2 -
0 g R 200 § P
-10 k &0 b e
Navigation trajectory
'39 1457 14575 1458 14585 W56 565 W8 WME0S AT WETS ‘J&LA 14535 1489 14595 W8 we0S
- Longitude - dogroe ong tudo - doyree
Lo L 0 nid , s 14 150 164 152 PDA error distance  =0.015nT PDA error distance =0.15nT ’
Longitude - degree
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3. Case Studies Map Aiding - Magnetic FieH (TMI‘
00— b e
» — INS onl (b)1600 — Downsample 10
B o500l [— g - 8.615ng‘T 1400 Bownbalmﬁle 5
5 — 5 = 00015 nT 1200 ———5— % ]
= 2000/ H0000
5 < 800
2 1500f & 600
G 400
a, 1000t 200
2 e o = e o o
=~ 500f ‘ » ' 10°* 107* 107 107" 10°
00 ‘ : g5 é/ ‘ 3 ‘ Magnetometer Noise [nT)]

4 agn . . .
Time fhours) v" Position error decreases with improving

0.15 T (COTS): 0.0015 nT (NV diamond) v Fora f|n|t.e resollutlon map the.re is a sensiti
) below which no improvement is expected.
Wang et al., 2023, doi: 10.1007/1345_2023_218
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4. Other Work

Recent Achievement:

® Translated quantum diamond sensing from lab to real world applications
® Built a field-deployable prototype: Quantum diamond magnetometer

® Tested in land (vehicle-mounted), deep ocean, and airborne trials

® Deployed on an aircraft in a joint AU/US flight trial — World’s first NV-centre
diamond magnetometer on an aircraft, collected >8000 km of data

® Achieved GNSS-independent magnetic navigation

chenay G9esri @ ‘y@ e Sunvevers
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5. Summary and Outlook

» Quantum sensors are poised to change how we do many P

NT dasks (reduce SW.
> Bridging the gap between lab-based experiments and real-w plications. ’
nt :

» Sensor fusion (Classical/quantum system) will be essential for achieving resilie

» Map aiding further improves positioning performance (statistical robustness).

> Sensitivity depends on sensor and map accuracy (Better sensors also enable better maps)’
rovide enhanced

» Future work will integrate quantum sensors with classical systems in various architectures
performance and resilience.

Game-changer for future Resilient PNT

Promise to complement and provide alternatives to traditional satellite-based navigatio
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The most relevant SDGs related to the p ‘ltatlon an‘%‘

INDUSTRY, INNOVATION 11 SUSTAINABLE CITIES PARTNERSHIPS
AND INFRASTRUCTURE AND COMMUNITIES FOR THE GOALS

International Federation of Surveyors supports the
Sustainable Development Goals

SUSTAINABLE ™ &%
DEVELOPMENT \J % ALS
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